Multiple Ways To
Defeat Office Genuine Advantage (OGA)

29" Jan, 2007

Straight from WiKi ( http:/en.wikipedia.org/wiki/Office_Genuine_Advantage ) :

Office Genuine Advantage (OGA) is a program currently (as of 2006-05-03) being piloted by Microsoft similar to
Windows Genuine Advantage in that it requires users of the Microsoft Office software to validate their copy of
Microsoft Office.

Currently, Microsoft Office software is validated by using something called the Office Validation Assistant (OVA)
which is available on Microsoft's web site. Validation using the OVA is not presently required. Use of Office Genuine
Advantage to obtain Office updates and downloads, as of 2006-10-27 is mandatory in most countries.

Starting in January 2007, users of Office Update will have to validate the legitimacy of their Office software before
they can use the service. Pirated copies (that is, copies that won't pass product activation) of Microsoft Office 2007
will work in a "reduced functionality mode” (in which you can view but can't edit any document)

To say clean, there are 101 ways to defeat such lame attempt to prevent piracy or have control over illegal
usage of softwares. Here I'll be explaining two different methods to defeat Office Genuine Advantage
validation check.
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Method 1: Bypass OGA by using Google search

Lets get started with an extremely lame and simple method ;0). Now lets check out this download link for
Office related updates or add-ins - http://office.microsoft.com/en-us/downloads/default.aspx.

Select the Office version from the above link and try downloading any updates / add-ins related to that
specific version. It will lead to a validation link (Refer the screenshot below) which will check whether the office
installed in the system is genuine or not. In short the OGA validation generates a hash out of information
gathered from the installed MS Office and passes it on to the server for verification. The user will be
directed to the download link only if the installed office version is genuine.

To defeat such validation, follow the extremely simple steps —
- Select the add-ins / updates that you require for office
- In the Validation required page, copy the file name (Refer the screenshot below)

Office 2003 Add-in: Word Redaction v1.2 5«

Brief Description

Use the word 2003 Redaction Add-in to hide text within Microsoft Office Word 2003 documents, You can mark text to redact and then
redacted version of the docurment in which the marked text is replaced with a black bar that cannot be converted back to text,
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& igick Details & Dverview
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This download is available to custormers running genuine Microsoft Office. Please click the Continue button to begin Office walidation,
Microsoft will not use the information collected during validation to identify or contact vou.

Quick Details

File Mame: RedactionSetup.msi
Version: 1.0

Date Published: 5/2/2006

Language: English

Download Size: 1004 KB

Estimated Download Time: Digl-up (36K ¥ 3 min

- Use google and search for the filename using the following search keyword combination:
site:download.microsoft.com/download <File Name>

For Example: To search for the file name “RedactionSetup.msi” use the following search key
combination site:download.microsoft.com/download RedactionSetup.msi

- The above search result spits the direct link to the file available on the Microsoft download server
which can be used to directly download the file without any validation check (Refer the screenshot
below for details).
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Method 2: Bypass OGA by re-using the product hash

It is possible to re-use the hash generated in any machine having genuine copy of MS Office and can be
distributed over the internet.

For example — The table below has hashes for downloading rhdtool.exe and RedactionSetup.msi which can be
re-used by any user having pirated copy of Office to defeat OGA validation check.

http://www.microsoft.com/downloads/details.aspx?FamilylD=144E54ED-D43E-42CA-BC7B-
5446D34E5360&displaylang=en&Hash=[Put the hash here]

Office 2003/XP Add-in: Remove Hidden Data [rhdtool.exe]

FamilylD 144E54ED- D43E 42CA BC?B 5446D34E5360

Hash GV44ca G RIS T 43 JY u2th JIUy C g X kWL gWim5GVMtHs 06 1Dnfq
QI

Office 2003/XP Add-in: Word Redaction v1.2 [RedactionSetup.msi]
FamilylD 144E54ED D43E-42CA-BCTB-5446D34E5360
Hash L e 0w+1+ZIEDGnzI+W4yRMKLNW?ZWHNJZSWYF&OBYkG++Iz?b

Copyright © 2007 Debasis Mohanty



Method 3: A Quick Analysis of OGACheckControl.dll

Last but not the least is analyzing OGACheckControl.dll and preparing a patch. However just to keep
myself away from those scary legal notices, | do not want to release any patch at this point of time. | did a
quick reverse analysis while | was about to finish my last latte; below are few interesting sections which one
may like to look at without wasting much of time -

a. Creation of Hash -> Hashing the stream of data and computation of cryptographic hash of a stream of data

188427072 [loc_427A72:| ; CODE XREF: sub_42784F+1F2Tj
@By 2FAT2 lea eax, [ebp+hHash]

t8B427A75 push eax ; phHash

BB427A76 push ebx ; duFlags

tBBu27A77 push ebx ; hKey

108427078 push 28003h ; Algid

BB427A7D push [ebp+hProv] ; hProuw

:88427A808 call ds:CryptCreateHash

88427 ABG test fax, eax

88427088 jnz short loc_427AB1

BBe427A8A call ds: imp_GetLastError

gB427A90 cmp eax, ebx

108427092 jle short loc_427A9E

tHB427A9Y and eax, BFFFFh

100427799 or eax, 800870088h

:8a427AB1 loc_427AB1: ; CODE XREF: sub_ 42784F+239Tj
@842 ABA cmp esi, ebx

08427083 jl loc_ 427BAG

:0jpu270B9 push ebx ; duFlags
tBa427ABA push aDh » dwDatalen
8427 nBC 1lea eax, [ebp+pbData]

08427 ABF push eax s pbData
tBa427AcA push [ebp+hHash] s hHash
tBa427AC3 call ds:CryptHashData

tBAu27ACY test eax, eax

08427 ACE jnz short loc_ 427AF4

tBa427ACD call ds: imp GetlLastError
tBa427AD3 Cchp eax, ebx

@B427ADS jle short loc_ 427AE1

-aeu27AbY and eax, BFFFFh

tBa427ADC or eax, B0870000h

BA427A57 loc_ 427A57: ; CODE XREF: sub_A42784F+1FCTj
- OBL427AST push ebx

-HB427ASE mou esi, eax

- BB427A5A push esi

- 8a427A5B push 122h

-Ba427A60A push offset aD4ab9@8a% ; "D4ABDOAS™
- OB427AG6S call sub_ 421227

8427 A6A cmp esi, ebx

-Ba427A6C jl1 loc_427BRA
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b. Modification of OGA code and subcode value in registry -> This can be patched to keep the value as code=100 and
subcode=200 always

:@B42AFCH ; int _ stdcall sub 42?AFCA(int,BYTE Data)

tAB42AFCA sub_ 4Z2AFCA proc near ; CODE XREF: sub 42BAF8+73Lp
tAB42AFCA

tB842AFCA hKey = dword ptr -16Ch
t8042AFCA SubKey = byte ptr -188h
tB042AFCA var_4 = dword ptr -4

:B042AFCA arg_8 = dword ptr &

:BB42AFCA Data = byte ptr B8Ch

tAB42AFCA

tGa42AFCao push ebp

@aB42AFCH mou ebp, esp
B842AFC3 sub esp, 18Ch
:8042AFCO moy eax, dwurd_uDPEHﬂ
:BB42AFCE X0F eax, ebp
tB042AFDA mov [ebp+var_4], eax
tB842AFD3 push ebx

:BB4ZAFDY push esi

:BB42AFDS push edi

B84 2AFDG Xor ebx, ebx
A42AFD8 push 183h

: 80420FDD lea eax, [ebp-TEEN]
:0042AFEZ push ehx

tBB42AFEYL push eax

B842AFES mou esi, ecx
tBB42AFEY mov [ebp+hKey], ebx

s B842AFED mou [ebp+5ubKey], bl
tAB42AFF3 call sub_ 431218F

: BBL2AFF 8 add esp, BCh

: BB42AFFB push [ebp+arg_B] ; Data
- AB42AFFE mou eCcx, Psi

-de42B00808 call sub_421929

- A8L42B 885 push ehx

- B4 2B 006G mou esi, eax

- 9642B 008 push esi

- A8L42BB09 push 181h

- 8428 BBE mou edi, offset aB1afBci18 ; "B1AFBCIE™
-8642B8913 push edi

:BL2BE1Y call sub_u21227

:AB42BB19 cmp esi, ebx

-Heu2B01B jl loc_42BBD1

- 8842B 021 push offset aOfficeGenuineA ; "0ffice Genuine Advantage'
- 8042B025 push offset aSoftwareMicros ; “SOFTUAREN\Microsofti\%s™
- A8L42B82B lea eax, [ebp+SubKey]

- A842B831 push 184h

- A8L42BB36 push eax

- A8L42BB37 call sub_L4BF568

: B84 2B B3C add esp, 16h

- A8L42BB3F push ehx

- AB42B B4 A mou esi, eax

- 0042B042 push esi

- H042BB43 push 187h

- 0642B048 push edi

- 80L42B 049 call sub_u21227

: AB42B B4 E cmp esi, ebx

-Ae42BB5 0@ jl short loc_42BAaD1
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taaL2B a5 2 push ebhx ; 1pdwbDisposition
aeL2BB53 lea eax, [ebp+hKey]

:aaL42B a5 9 push eax ; phkResult
:BB42BB5A push ebx ; 1lpSecuritynattributes
:0842BB5B push 2881Fh ; samDesired
0842806 A push ehx ; duwldptions
8428861 push ehx s 1pClass
18428862 push ebx ; Reserved
8428863 lea eax, [ebp+SubKey]

:0842BBGY push eax ; 1p3ubKey
:0842BB6A push 800068810 : hKey
aeLu2BB6F call ds:RegCreateKeyEx=A

tAaL42BB7S cmp eax, ebx

-Be42B 877 jz short luc_hEBDPh

:0842B 879 jle short loc_42BHBS

t0842B07E and eax, BFFFFh

:Ba42B a8 A or eax, 8007008086h

:Be42B O8RS

tAB42BA85 loc_ 42BABS: ; CODE XREF: sub_42AFCB+B9Tj
tAaL2Ba8s push ebx

:A042B ARG mou esi, eax

:BB42B 088 push esi

:Aa42BARD push 11%h

- BB42B BBE push edi

:A842BABF call sub_ 421227

tAB42BA9 Y

tA042BA9L loc_ 42BADY: ; CODE XREF: sub_42AFCB+B7Tj
c0B42E 094 cmp esi, ebx

:A842BA%6 jl short loc_42B8D1

- 08428098 push L ; chbhata
tAaL2BA?A 1lea eax, [ebp+Data]

:B842B089D push eax : lpDhata
tB042BA89E push 4 ; duType
:8842B08A A push ebhx ; Reserved
tB8L2B0A1 push offset aSubcode ; "subcode
tBB42BAAG push [ebp+hKey] ; hEey
tB842BAAC call ds:RegietUalueE=RA

- 98428 AB2 cmp eax, ehx

tB842BOBY jz short loc_42B8DA1

:A842BBEG jle short loc_ 42BBC2

:9842B 088 and eax, BFFFFh

A042BBED 1] eax, BAOB700068h

:Ae42BAC2

Like this there are many such sections which can be patched but | personally want to keep them for next

level. ;0)

It was fun playing this game; let’s get to the next level .....
Will look for more interesting stuffs in the next level.... Thanks for the game ;0)

Debasis Mohanty (aka Tr0y)
www.hackingspirits.com
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